How DHCP works

The Dynamic Host Configuration Protocol (DHCP) is an automatic configuration protocol used on IP
networks [RFC 2131]. A major advantage is that it eliminates the need to manually assign each host a
static IP address. Hosts can ‘ask’ to join a network and they will be assigned an IP, and provided with
additional information such as the subnetmask and gateway IP.

There are two versions of DHCP, one for IPv4 and one for IPv6. While both versions bear the same name
and perform much the same purpose, the details of the protocol for IPv4 and IPv6 are sufficiently
different that they can be considered separate protocols. In this article we explain the DHCP for IPv4
protocol and its packets.
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The DHCP 'boot' procol has four steps.

The four most important DHCP packets are: DHCPDISCOVER, DHCPOFFER, DHCPREQUEST and
DHCPACK. All DHCP traffic is encapsulated in UDP, and flows between port 68 (client) and port 67
(server). With Wireshark, you can look at DHCP traffic by using “bootp” in the display filter.

We have the following scenario:
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o A client with MAC-address 00:11:11:11:11:11 and no IP address. This client wants to join the

network.

e A DHCP server with IP 2.2.0.1 and MAC-address 00:22:22:22:22:22.

A typical exchange of DHCP messages for such a scenario looks like this:
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The DHCP discover packet is a request that is broadcast by clients that want to join a
network. The packet contains the client MAC address. Additionally, it contains a list
of information the client would like to receive. This list may include: subnet mask,
DNS server IP, domain name, NETBIOS server IP, etc.

IP = 2.2.0.11P = 2.2.0.231
(MAC=00:22:22:22:22:22) (MAC=00:11:11:11:11:11)

When a DHCP server receives an IP lease request from a client, it reserves an IP
address for the client and extends an IP lease offer by sending a DHCPOFFER message
to the client. The client may receive one or more DHCPOFFER messages from one or
more DHCP servers. This message contains the client's MAC address, the IP address
that the server is offering, the subnet mask, the lease duration, and the IP address of
the DHCP server making the offer.

IP = 0.0.0.0IP = 255.255.255.255
(MAC=00:11:11:11:11:12) (MAC=ff:ff.ff.ff.ff.ff)

A client may choose to accept one of the offered IP address by broadcasting a DHCP
request packet. This message contains the IP the client wants to start using, and the
IP of the DHCP server that offered the IP. The message is broadcast to the entire
network; when other DHCP servers receive this message, they withdraw any offers
that they might have made to the client and return the offered address to the pool of
available addresses.

IP = 2.2.0.11P = 2.2.0.231
(MAC=00:22:22:22:22:22) (MAC=00:11:11:11:11:11)

When the DHCP server receives the DHCPREQUEST message from the client, the
configuration process enters its final phase. The acknowledgement phase involves
sending a DHCPACK packet to the client. This packet includes the lease duration and
any other configuration information that the client might have requested. At this
point, the IP configuration process is completed.

The protocol expects the DHCP client to configure its network interface with the
negotiated parameters.

After this configuration protocol is completed the client can start using IP address 2.2.0.231. If the
DHCPACK message contained information about the default gateway, then the client can also start
browsing the Internet without further configuration.

Other DHCP packets are:



Source:

DHCPRELEASE: The client may choose to relinquish its lease on a network address by sending a
DHCPRELEASE message to the server. It is not required by the DHCP protocol to send this
message, and not every OS does it by default.

DHCPINFORM: Clients may request local configuration parameters outside of the ‘boot process’
using DHCPINFORM packets. Servers receiving a
DHCPINFORM message construct a DHCPACK message with any local configuration parameters
appropriate for the client, without allocating a new address for the client
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